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THE Army’'s CYBER EGRGE .
OPerATING AND DErFeNDING THE ARMY S NETWORK ENTERPRISE

PURPOS

Provide an update on the Network Service Center
Operational Evaluation (NSC OPVAL) objectives
accomplished during Austere Challenge 09 (AC09) Exercise

By the end of this presentation you will be able to
understand:

-- Key Milestones

-- Why ACO9/OPVAL

-- What We Did

-- War Fighter Battle Command capabilities delivered

-- Testing the Concept

-- Accomplishments

-- Lessons Learned

-- NSC OPVAL I

-- How You Can Help 5
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Enable Warfighting
capabilities
through the

Network

Ensure Army
interoperability
with DoD

Generating/Operating Force
Warfighter Problem ; ;

Disconnected A os and Locations

Alnformation Capabilities change ‘ Garison
throughout operational phases (e.g., email
address, phone number, collaboration w (NIPRI] W
tools, access to data and systems, etc.) : BlackBerry
AcCan not fight upon arrival because (S
network lags (highly dependent upon lift =
and transport impacting time to full _ k 4
operational capability) | ———- P )
ABattle Command continuity disrupted ) Power Projeclion |
when CPs displace (no COOP capability)

ALimited SIPR access in garrison i
constraints planning, collaboration,
situational awareness, and ability to train-
as-you-fight
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Inability to provide secured, trusted, integrated Operational and Generatlng Force network
(LandWarNet) capabilities that enable the warfighting functions through all phases of Joint
operations




NSC OPVAL:I What We Did
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18" Fires BDE
Fort Bragg, N.C.

V Demonstrated NSC value-added capabilities:
- Early Collaboration - Single Identity - Fight Upon Arrival

V Validated processes and procedures to execute Global Network
Enterprise Operations

V First exercise operationalizing Network Enterprise Centers (NEC); deployed
first Network Enterprise Support Team (NEST)

V Participating organizations: 9" SC(A), 18" Fires BDE, USAREUR, PEO
C3T, PEO EIS, FORSCOM, TRADOC, ATEC




OPVAL (Testing the Concep

TrHE ArmyYy’'s CYBER BORGE : L.
OrerATING AND DEereNDING THE ArmY s NeTworx ENTERPRI a

—————

‘ @ Validated processes and procedures to execute
Global Network Enterprise Operations
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@ First exercise operationalizing Network
Enterprise Centers (NEC); deployed first

@ Participating Organizations:
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PEOEIS FORSCOM TRADOC ATEC

1 deploy fo Iraq and | have superior communications support. [ redeploy fo Fort
Bragg and / return fo the sfone ages. We must have the same network we fight with
back at home station. We must train as we fight and have access to our information

wherever we are. Your OPVAL is a giant step fowards delivering what we need.

! will support you as you continue fo build this capability. We need it now!”
MRBORNE

LTG Lloyd J. Austin Il
&% CG, XVIII Airborne Corps
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Operational

Exercise inter/intra-theater NetOps
capabilities

Exercise Continuity of Operations
(COORP) for selected Battle
Command applications

Conduct operations using
Enhanced Orders Process

Exercise and Refine NSC doctrine

Demonstrate Battle Command
application delivery from the
Enterprise

Demonst r atpen-AirFiigvig

capabilities

Seamlessly transition a BCT (and
its data) from CONUS to OCONUS
through all phases of operations
Exercise NSC Hand-off operations
between two Theater Signal
Commands

Technical

Build-out two SIPR APCs (CONUS
and OCONUS)

Demonstrate single identity

Synchronize & replicate selected
BCCS Services at the APCs

A Conduct change replication
between APCs

AConduct major
between APCs

A Conduct data replication from
BCT to APC, APC to APC, and
APC to BCT

A Validate fail-over operations

Val i date use of
for collaboration

Conduct satstlrlapgpm

in support of operations

NSC OPVAL Accomplishment

Training
Conduct inter/intra-theater Network
Operations on SIPR

Rehearse and exercise NSC
CONOPS and TTPs

Exercise and refine Network
Enterprise Support Team (NEST)
capabilities

Exercise NETCOM staff (and

subordinate HQs) under the Global
Network Enterprise Construct

Exercise early, cross-theater
collaboration

Exercise BCCS v3 capabilities
delivered from an APC

Plan and integrate synchronized
multi-theater Signal Operations

Exercise BCT Battle Staffin AC09

Provide a subset of Enterprise Services

Demonstrate NSC value-added capabilities to the Warfighter

Validate processes and procedures to execute Global Network Enterprise Operations

R Success

Partial Success



Lessons Learne

Network Enterprise Center (NEC). .
involvement is critical to ensure initial
unit planning, deployment and
redeployment

An identified shortfall associated
with NetOps was the lack of a
standardized ticketing and
troubleshooting application and
processes

< The support provided by the
NetworK Enterprise Support
Teams (NEST) was essential to
the unit's ability to successfully
accomplish a_ma{)on of tasks
associated with the NSC OPVAL
to include data replication

. Throughout allphases of the OPVAL, the lacls of a

Y m‘ i mil or? enerprls%tirketlh applicationn negatively

" impacted the NSC OPVAL dermonstration




Lessons Learned (cont

The Network Enterprise Support Team
(NEST) support coupled with the
enhanced orders process was effective
in coordinating inter/intra-theater signal
operat/ons necessary to enable short
notice operations in support of
expeditionary forces

The unit (BCT) Battle
Command Common Serwces

(BCCS) can provide a smg
persistént tactical identity from

BCT to Enterprise

C2 and NetOps process
were not completely fused

\/

* J/V_’“__'fﬁ.rl{ l:anfi gur:at/@g for each movement of 8CCS
sﬁ“ggcant amount of engineering time and effort

. Services from ane!Iacatlan to another required a



NSC OPVAL:Il Objectives

A\

THE ARMY s CYBER FORCE bk

\\ -
NEC Will build upon accomplishments and lessons learned from
OPVAL-I, leveraging the physical deployment of a battle
staff and an increase in delivered IT services to
demonstrate enhanced operational interoperability

Have a single tactical identity for communication & access to resources

Retain ability to collaborate with higher, adjacent and subordinate
units across theaters through all phases of operations

Arrive in austere operational areas ready to fight upon arrival
Conduct reallstlc traln/ng using NSC capabllltles



NSC OPVAL:II Technical Objectives
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