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Warfighter Needs

üData Access & Discovery

üGlobal Access to the Network

üSingle Network Infrastructure

üCommon Network Policy 
& Standards

üWeb 2.0 Tools
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Need for Common Framework

üGlobal Authentication

üInformation Services at 
the Edge

üJoint Infrastructure

üJoint Network Certification & 
Accreditation

üUnity of C2 for Joint 
Warfighting
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Armyõs Global Network Enterprise Strategy

LandWarNet Now

ÁFragmented

ÁNot Standardized

ÁUnsecure

ÁExpensive

$$$$$

Organizational  

LandWarNet Future

ÁGlobal 

ÁStandardized

ÁProtected

ÁEconomical

$$$

Enterprise

$$$$

Federated

Aggregate 

Consolidate

Modernize

Standardize

Operating Principles
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CSA ðGNEC Memo

üñtransforming to becomeéa versatile, 
expeditionary force capable of full-
spectrum operationsò

üñsynchronizeéwith other Army 
activitieséARFORGEN, BRAC, GDPò

üñWe will use theéGNEC as the network 
enterprise strategyò

üñCIO/G6 will establish new procedures to 
operationalizeé improve the overall 
securityé achieve better efficiencies
é pursue joint interoperability as we 
construct our network enterpriseò

üñall Army generating force networks will 
be managed by a single command 
(NETCOM) organizing Army information 
to make it globally accessible, useful and 
secure for soldiers deployed anywhereò

CSA Memo ð2 March 2009
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GNEC Objectives 

Operationalize LandWarNet to 
enable global warfighting capability

Dramatically improve Network 
Defense posture

Realize Economies and Efficiencies
while improving Effectiveness

Enable Army Interoperability and 
Collaboration with mission partners
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Situation ðCONUS Based and Expeditionary

Armyôs relevance to a JFC will be in part 
defined by our responsiveness

Responsiveness is dependent upon 

expeditionary capabilities

Many expeditionary capabilities are 

NETWORK dependent
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NSC òAs Isó & òTo Beó

As isé

To beé
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Enterprise Enablers
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Transport

Strategic fiber backbone links to tactical edge

Enables pre-staging data and services for 
Expeditionary Modular Forces

Strategic Operational Tactical



Enterprise Enablers
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Strategic Operational Tactical

Strategic computing centers provide storage 
and processors

Enables pre-staging data and services for 
Expeditionary Modular Forces

Applications



Enterprise Enablers 
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NetOps

NetOps coordinates elements required to 
maneuver data and services in support of the 
Main Effort

Understand, Visualize, Describe, and Direct 
the Network

Strategic Operational Tactical



Okinawa

Korea
Japan

Guam Hawaii

England

France

Italy

Germany

Fixed Regional Hub Nodes

Ft. Buckner

Camp 
Roberts Lago Di Patria

Wahiawa

North West

Landstuhl/                           

Ramstein

üFive locations to provide complete & overlapping coverage 

of Combatant Command Areas of Responsibility (AOR)
ïAll connected to the Global Information Grid (GIG)

ïFocus on Intertheater vs. Reachback via Teleports

ïSupport Army/USMC Units & Comm-on-the-Move

Fixed Regional Hub Nodes (FRHN ) 

5 Planned Locations World Wide
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The Challenge In CONUS

C4IM Requirements at
19 Commands/Agencies

for

447 Network Connections

IMCOM = 52 USACE= 57 AAFES = 1         

AMC = 50 USARC = 118 USAAC = 3

SDDC = 11 DLS = 44 MEPCOM = 1

INSCOM = 1 CIO/G6 = 7 USASOC = 1

MEDCOM = 36 CFSC = 1 SMDC = 1

ARNG = 57 HRC = 2 DA = 2

TRADOC = 2 447 Locations

Scale and complexity coupled with decentralized network authorities

Theater

Comparison

Of End

User Devices
CONUS
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Area Processing Centers

üThe purpose of the APC initiative is to improve 

delivery services through:
ïAchieving Net-Centric Operations and Warfare Environment

ïImproving IA and Security Posture

ïReducing Total Cost of Ownership (TCO) for Information 

Technology

Okinawa

Korea
Japan

Guam Hawaii

England

France

Italy

Germany

A

A

A
A

A

A

A

A

A

A
APC ïIOC

APC ïIn Progress

APC ïPre-decisional

A

A

A
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Okinawa

Korea
Japan

Guam Hawaii

England

France

Italy

Germany

Okinawa

Korea
Japan

Guam Hawaii

England

France

Italy

Germany

RCERT
TNOSC

TNOSC
RCERT

TNOSC
RCERT

TNOSC
RCERT

TNOSC
RCERT

TNOSC
RCERT

Theater Network Opns & 
Security Center

Regional Computer Emer 
Response Team

Army-Global Network 
Opns & Security Center

TNOSC

RCERT

Theater NetOps & Security Centers

üSix locations to provide complete & overlapping coverage 

of Combatant Command Areas of Responsibility (AOR)
ïGIG Enterprise Management, Content Management, Network 

Defense, Spectrum Management, Applications & Help Desk

ïNetOps enhanced Situation Awareness & optimize GIG availability

ïCollocated RCERT for increased Information Assurance & Security

6 TNOSC / RCERT Locations 

Supporting COCOM AORs World Wide
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Network Service Center ðConcept

Theater NetOps & 
Security Center (TNOSC)

Fixed Regional 
Hub Node (FRHN)

Area Processing Center 
(APC)

ÅProvides Global Transport

ÅIntra-Theater Connectivity

ÅUp to 3 Div per Hub Node

ÅConnect to each other & 

DISN services in garrison

ÅData & Applications

ÅConsolidated IT hardware

ÅProjection & forward 

staging of info & services

ÅTechnical oversight, enterprise, 

content, spectrum & Help Desk

ÅNetOps SA & optimize GIG avail

ÅInformation Assurance & Security
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Network Service Center 
(NSC)

Network Service Center ðConcept

Theater NetOps & 
Security Center (TNOSC)

Fixed Regional 
Hub Node (FRHN)

Area Processing Center 
(APC)

The ñAlways Onò Network
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Global NSC Construct
++

NETCOM9SC(A)

Five Operational NSCs ïGlobal Construct

RCC AOR

+

TNG Areas

TNG

Areas

SOUTHCOM 

AOR

NORTHCOM AOR

7SC(T)

AFRICOM

AOR

EUCOM AOR

ASCC

TNG Areas

+

RCC

5SC(T)

PACOM AOR

RCC
ASCC

TNG

Areas

++
311SC(T)

JOA

CENTCOM AOR

JTF

++
335SC(T)
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XXXX

EUCOMCONUS

BCT EXECUTES 

THE MISSION

X

USS Mt. Whitney

CPOF

BCCS (-)
BACKUP SERVICES

BCCS(-)

BCCS 

DATA

PORTAL

CPoF

SIPR

EMAIL

BCCS 

DATA

SIPR

EMAIL

PRIMARY

E-TNOSC

NetOps

++

5
th

 SC(T)7th TTSB

X

18th Fires BDE

Fort Bragg, NC

VDemonstrated NSC value-added capabilities:

ïEarly Collaboration   ïSingle Identity   ïFight upon Arrival

VParticipating Organizations:  9th SC(A), 18th Fires BDE, 

USAREUR, PEO C3T, PEO EIS, FORSCOM, TRADOC, ATEC 

Validated processes and procedures to execute 
Global Network Enterprise Operations

NSC OPVAL -I Overview
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Theater-based NSC deployment with Global 
effectiveness & efficiencies improvements

3-Year Plan

FY11

Phase 3 NSC in Pacific

FY10

Phase 2 NSC in SWA & 2 in CONUS

FY09

Phase 1 NSC in Europe
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NSC/APC Strategy

Schedule Outcomes

üApplication Hosting

üEnterprise Storage 

üContent Management

üContent Staging 

üTier 2 / Tier 3 Application, Data 
and Database Support Services

üDevelop Acquisition Plan for 
Spiral 2

FY10

Q1 Q2 Q3 Q4

Spiral 1
RFP/SSEB

Spiral 1
Contract Awd

FY09

Q1 Q2 Q3 Q4

Industry Day

Acq/RFP Prep
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Active Directory Concept of Operation

Active Directory Now

ÁIsolated

ÁUnsecure

ÁRedundant

ÁSegregated

Organizational  

Active Directory Future

ÁGlobal 

ÁSecure

ÁEnterprise

ÁCollaboration

Enterprise

Users Applications

GNEC
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Ft Belvoir Use Case

SD CNDAPC

ÅServers: 158; many Units O&M

ÅCircuits: 1,500; $$$ Varies 

ÅE-Mail Servers: >15; multiple Units

ÅSecurity Rule Sets: Many

ÅIT Organizations: Several

ÅIT Personnel: 574+; Unit funded; 

No Standardization

ÅService Desk (SD): > 6

Security: Centralized, Reduced Exposure

Service: End-to-end Service with Service 

Level Agreements (SLA)

Savings: TCO Reduced Once Implemented

Security: Decentralized, Constant 

Exposure 

Service: Multiple Organizations, Best Effort 

Savings: TCO Unknown

SD CNDAPC

ÅServers: Fewer

ÅCircuits: Fewer

ÅE-Mail Servers: Single owner

ÅSecurity Rule Sets: 1

ÅIT Organizations: Single Provider

ÅIT Personnel: Standard Model

ÅService Desk (SD): Enterprise Call 

Center

EnterpriseInstallation

Current Belvoir Post-Transformation Belvoir

Results of Transformation
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Capability Set ðPortfolio Framework

Sub-Segments Segments

Protection

Maneuver

Log/Sustain

C2

Fires

Intel

Net Services

Transport

NetOps

Acquisition

Training

Install & Environ

Force Mgmt

Health

Personnel

Finance

Battle

Command
Co-lead:

G3/5/7 LWN/BC

TRADOC

Network
Co-lead:

CIO-G6

TRADOC

Generating

Force

Enterprise

Activities
Lead ïCIO/G6

Capability Set 

D

T

O

M

L

P

F

D

T

O

M

L

P

F

D

T

O

M

L

P

F

9-10 11-12 13-14

Battle Command Package

9-10 11-12 13-14

Network Package

9-10 11-12 13-14

Enterprise Package

Unified Battle Command:
ÅEstablish minimum essential for 

all

ÅTailor ñupò to meet specific 

formation / Soldier requirements

ÅDefine and achieve over time ï

ñoptimumò degree of integration 

Capacity Metrics:
ÅBy echelon

ÅBy domain: satellite ïair ï

terrestrial

ÅBy mobility factor

Enterprise Metrics:
ÅGenerating force processes

ÅEnterprise process command 

and control
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