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@Warfighter Needs & Common Framework

@ Army Enterprise Strategy
I Implementation Methodology
I CSA Directive

@ Global Network Enterprise Construct
I CONUS-based & Expeditionary
| Enterprise Enablers
I Network Service Centers
I NSC/APC Strategy & Implementation

@ Conclusions
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GNEC Objectivess

s Operationalize LandWarNet to
LR enable global warfighting capability

Dramatically improve Network
Defense posture

» " Realize Economies and Efficiencies
¢ o whileimproving Effectiveness

Y .

., Enable Army Interoperability and
g@ﬂgw Collaboration with mission partners
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Armyos relevance to
defined by our responsiveness

Responsiveness is dependent upon
expeditionary capabilities

Many expeditionary capabilities are

NETWORK dependent
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- C2 structure
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The Challenge in CONUS

Scale and complexity coupled with decentralized netwo rkvauthorities. =

e

managemsnt

* Heavy reliance on commercial
Satcom (>80%)

- Vulnerabiities

» Generating force capabilities
not linked 1o Operating Force

* Myriad Battle Command and
functional applications that are
nort integrated or interoperable

* No connectivity to the Soldier

» Complicated NetOps and C2
of CONUS networks
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447 locations e At TS User Devices 0 Separate Network Systems by function with their own management oversight

GlobalNSC Construct
@NETCOM

Future NSC — Enterprise Construct ‘ ’

Tactical Front Side
Into Training Areas or JOA

Atthelm‘
on them\

Network
Service Center

NETOPS

Multi-Functicnal
Sarvicas

Araa Precassing
Canter

Strategic Connectivity ISR
— ADA
PAO
LOG
Biometrics
Others

Network Defense

NSC Enterprise Construct will:
Improve network responsiveness and enable expeditionary capabilities
Dramatically improve IA/CND posture
Generate economies and efficiencies.

|-;’;;-Five Operational NSCs — Global Construct I
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Strategic Operational Tactical

@ Strateqic fiber backbone links to tactical edge

@ Enables pre-staging data and services for
Expeditionary Modular Forces
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@ Applications

@ Strategic computing centers provide storage
and processors

@ Enables pre-staging data and services for
Expeditionary Modular Forces
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Strategic Operational Tactical

@ NetOps coordinates elements required to
maneuver data and services Iin support of the
Main Effort

@ Understand, Visualize, Describe, and Direct
the Network
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U Five locations to provide complete & overlapping coverage

of Combatant Command Areas of Responsibility (AOR)

I All connected to the Global Information Grid (GIG)

I Focus on Intertheater vs. Reachback via Teleports . _
I Support Army/USMC Units & Comm-on-the-Move o | O

Fixed Regional Hub Nodes (FRHN )
5 Planned Locations World Wide
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U The purpose of the APC Initiative Is to improve

delivery services through:

I Achieving Net-Centric Operations and Warfare Environment

I Improving IA and Security Posture

I Reducing Total Cost of Ownership (TCO) for Information
Technology

¥y APCi IOC
(A APC i In Progress
@ APC i Pre-decisional
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U Six locations to provide complete & overlapping coverage

of Combatant Command Areas of Responsibility (AOR)

I GIG Enterprise Management, Content Management, Network
Defense, Spectrum Management, Applications & Help Desk

I NetOps enhanced Situation Awareness & optimize GIG availability

I Collocated RCERT for increased Information Assurance & Security

6 TNOSC / RCERT Locations
Supporting COCOM AORs World Wide

@@Japan

y
F
’J

@’ Hawaii
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Theater Network Opns &
Security Center

Regional Computer Emer
Response Team

Army-Global Network
Opns & Security Center
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Fixed Regional
Hub Node (FRHN)

AProvides Global Transport
Aintra-Theater Connectivity
AUp to 3 Div per Hub Node

AConnect to each other &
DISN services in garrison

AData & Applications ATechnical oversight, enterprise,

AConsolidated IT hardware content, spectrum & Help Desk

AProjection & forward ANetOps SA & optimize GIG avail
staging of info & services Alnformation Assurance & Security
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AFRICOM
AOR

: : . CENTCOM AOR
% Five Operational NSCs i Global Construct
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18" Fires BDE
o Fort Bragg, NC

V Demonstrated NSC value added capabilities:
i Early Collaboration i Single Identity 1 Fight upo
V Participating Organizations: 9 SC(A), 18" Fires BDE,
~ USAREUR, PEO C3T, PEO EIS, FORSCOM, TRADOC, ATE

.

| Validated processes and pmcedmes » execute

Global Netwoﬂk Emerpruse Operatvons
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FYO9
Phase 1 ‘ NSC in Europe |
FY10

Phase 2 NSC in SWA & 2 in CONUS

Phase 3 } NSC in Pacific !

Theater-based NSC deployment with Global
effectiveness & efficiencies improvements
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NSCI/APC Strategyy

Schedule Qutcomes
. FY09 , . FYlO . u Application Hosting
Q1{Q2/Q3:Q4(Q1{Q2iQ3|Q4
R <<>> SIS T 0 Enterprise Storage

Ind:ustry Day

—

. i Content Management
Aqi:q/RF3 Pre|i9

e i Content Staging
~—e

Spi:rall
ERER SoEE: i Tier 2/ Tier 3 Application, Data
. . and Database Support Services
Spirél 1
ContractAwd|  (j Develop Acquisition Plan for

Spiral 2
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GNEC

Active Directory Now Active Directory Future

Alsolated AGlobal

AUnsecure ASecure

ARedundant AEnterprise

ASegregated ACollaboration
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Current Belvoir

AServers: 158; many Units O&M
ACircuits: 1,500; $$$ Varies

AE-Mail Servers: >15; multiple Units
ASecurity Rule Sets: Many

AT Organizations: Several

AIT Personnel; 574+; Unit funded:;
No Standardization

AService Desk (SD): > 6

Post-Transformation Belvoir
AServers: Fewer
ACircuits: Fewer
AE-Mail Servers: Single owner
ASecurity Rule Sets: 1
{,;FJAIT Organizations: Single Provider
AT Personnel: Standard Model
AService Desk (SD): Enterprise Call

Security: Decentralized, Constant
Exposure

Service: Multiple Organizations, Best Effort

Savings: TCO Unknown

Security: Centralized, Reduced Exposure

Service: End-to-end Service with Service
Level Agreements (SLA)

Savings: TCO Reduced Once Implemented

I Installation

Enterprise
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Capability Set

Battle Command Package Unified Battle Command:

Battle AEstablish minimum essential for

Command
all
Co-lead:

G3/5/7 LWN/BC 9-10 || 11-12 || 13-14 ATailor fiupo to me
TRADOC formation / Soldier requirements

ADefine and achieve over time i
Aopti mumo degr ee

Network Package

Merseree Network Capacity Metrics:
[ Transoort > Co-lead: ABy echelon
T S ClO-G6 ABy domain: satellite i air i

etOps TRADOC terrestrial

ABy mobility factor
| Personnel >
CRRNEEIIG Enterprise Metrics:
Force :
— : AGenerating force processes

.

=—J Enterprise AEnterprise process command
Activities and control
Lead i CIO/G6
| Health >
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