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Purpose
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To interface with Industry partners and provide
Insights into the complex operating
environment of the Homeland Defense/Civil
Support (HLD/CS) mission and challenges
with information sharing and radio
Interoperability among mission partners.



P Defining Homeland Defense and Civil
Support (HLD/CS)

Homeland Security

A concerted national effort to prevent terrorist
attacks within the US, reduce America's
vulnerability to terrorism, and minimize the
damage and recover from attacks that do
OCCUr. {Nat'l Strategy for Homeland Secunty)

Homeland Defense

2 The protection of US sovereignty, territory,
Homeland Security domestic population and critical defense
infrastructure against extemal threats and
aggression, or other threats as directed by the
President. (DOD Strategy for HD and CS)
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Civil Support

pf;',’,i',%ﬁ','.?s DOD support to US civil authorities for

domestic emergencies and for designated law
enforcement and other activities. (4P 3-26)

Emergency Preparedness

Those planning activities undertaken to
ensure DOD processes, procedures, and
resources are in place to support the
President and Secretary of Defense in a
designated National Security Emergency.
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HLD/CS 1T A Complex Operating

Environment
M ——— il

—

&

[ITTLL

)‘|




Emerging Doctrine and Guidance
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Department of Defense
UNITED STATES NORTHERN COMMAND
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Civil Support

ONGB) United States Northern Command

(USNORTHCOM) — NATIONAL
GUARD BUREAU (NGB)

Joint Operating Concept

National Response

Framework
JOINT CONUS
COMMUNICATIONS
. USNORTHCOM PUBLICATION |  SUPPORT ENVIRONMENT
Version 2.0
- DEPLOYABLE COMMUNICATI (JCCSE)

Dm0 STanD e CONCEPT FOR JOINT C4

m Homeland e 15 OCTOBER 2005

i3 1 x | ’ 3 March 2009 |

Joint Publication 3-27

FMI 3-90.10 (Final Approved Draft - Not for Implementation)
31 Octotw 067

oint Publication 3.28

FM 3-28

4 g 3000 i, SuAPT)

blication 3-41
Chemical, Biof

High Yield Exg

& (5] )
Szovmiry | Civil Support Civil Support Operations
) (FINAL DRAFT—NOT FOR IMPLEMENTATION)

NATIONAL INCIDENT = s
e A SV e igical, Radiological,
MANAGEMENT SYSTEM } S\ L :, gh-Yield Explosives

¢ Ty :e Management
- = — W X

MUNICATIONS 1 7 \ N - :uw-n
\ / 12 July 2007 \ il

Homeland N KiT WY

Security 14 September 2007 y
- Headqual
_
ctober 2006

Q Headquarters, Department of the Army

Nc.j6.omb@northcom.mil

www.au.af.mil/au/awc/awcgate/dod/hls_joc.pdf
www.dtic.mil/doctrine/ UNCLASSIFIED

5http://www.fema.gov/emergency/nrf/



NCLASSITED Defining the Issues of Emergency
Communications
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A Emergency communications is the ability of
emergency responders to exchange information via
data, voice, and video as authorized to complete
their mission

A Effective emergency communications is needed to:

I Improve the ability of emergency responders to
save lives and property

I Facilitate rapid and efficient interaction among
all public safety organizations

I Provide immediate and coordinated assistance
in day-to-day missions, task force operations,
and mass-casualty incidents

A Events such as the terrorist attacks of September
11, 2001 and Hurricane Katrina in 2005, not only
raised awareness of emergency communications,
but have also served as a catalyst for action at all
levels of government
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N NG Current Capability i Definition and

Components
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Joint CONUS Communications Support Environment (JCCSE)

JCCSE is an umbrella concept to enable the reliable and timely flow of key information to support state and
Federal military activities for HD/CS. It includes the communications systems and programs that provide
connectivity, collaboration/situational awareness, and C4 coordination.

Key Components AOR Level

ACollaboration/Situational
Awareness: JIEE- Creating an
information sharing environment to

Support access to event related data IIIIIIIIIIIIIIIIllllllllllllllllllllllllll-IIIIIIIIIIIlllllllllllllllllIIIlllllllllllllllllllllll

Combatant Commands
&
Interagency Partners

and situation reporting, standardized | State/Territory Level
battle staff processes (RFIS/RFAS), —r gy
H : H 2 er enolaers
) and Joint Q4 Asset Coordlnatlon. C4ISR Mgt S
AC4 Coordination: JCCC-Standing % B it FEMA Regional Opns Ctr
P Iy i FBI—State-Level
up the organization and facility to Emergency ol
support the USNORTHCOM e Others
horizontal information exchange of Joint Task Force
. « . Ypmomsruy BPEEEEEEEEEEEEEEEEEEEEEEEEEEESR - - 7 llllllllllllllllllllllllllllllllllllllllllllllllllll
the common operating picture (COP) | jncident Level (Title 10/32) e %

Local EOCs

and coordinate C4 assets throughout
Coord Officers
(SCO/FCO/DCO)

the 54 states and territories. .

AConnectivitty: J(;Sf_Clc(:j-_Suprf)(;ging the HLD/Civil Support e SR8  AREA
procurement and fielding o Military Response . -y
communications suites for all 54 o INEHT I ] %@ &

o * Active C t _
states and territories. e Incident Command System
* Other RCs Mobile Incident Cammand Post

AOperations Center IT Support: Civitian Emergency Responders
[ Federal Response Request—» Other RCs %

requirements.
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s The Information Exchange

Environment
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Shape & Color Legend

- Federal Military
- State Military
- Federal Civilian
- State Civilian

Characteristics of the Environment
AParallel
ARedundant

AAdaptive Routing
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A Information Sharing

i Informal (email, radio, phone, chat, etc)

i Formal (JIEE, WebEOC, eTeam, HSIN,
mapping, etc)

i Products and Content Staging (AKO/DKO,
SharePoint, LAN shared drives, etc)

A Mapping Information (ArcGIS, USACE-GE,

ICAV, etc)

i Persistent Feeds (facilities, key assets,
permanent services)

i Dynamic Feeds (event specific)

I Custom Feeds (analysis of Persistent and
Dynamic Feeds)

A Collaboration Tools

i Defense Connect Online DCOIA
T DESL/HSIN ;
I Skype

Collaboration/Situational Awareness
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Push to Talk Radios

A Military Band Radios

i High Frequency (HF) w/ KY-99A encryption in 3-30 MHz (e.g., Federal Emergency i
Management Agency [FEMA] and NG networks)

I UHF TACSAT
i VHF Amplitude Modulation (AM)/ Frequency Modulation (FM) LOS
i UHF Air to Ground/Ground to Air (including HAVEQUICK)

i SINCGARS

A Land Mobile Radio
i VHF 136-144 MHz (Military)
i VHF 144-162 MHz (Civilian)

e act

i UHF 403-433 MHz (Military)

i UHF 450-512 MHz (Civilian) The objective is to allow voice

I 700/800 MHz (Civilian) communications between DoD
A APCO Project 25 (P25) forces and first responders using
iIncompatible two-way radios.
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A Trunking Radio Systems
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Concept for Radio Bridging

Radio Bridge

Other Radio Bridge
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