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Agenda

ÅArmy Cyberspace

ÅSignal Core Competencies

ÅNETOPS overview

ïNETOPS Activities

ïNETOPS Governance Tomorrow

ïNETOPS End-State

ÅCyber Definitions

ÅCyber Framework

ÅCyber Relationships

ÅNETOPS Gaps and Solutions
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Army Cyberspace

Focused on:

VInstitutions
VCommand Posts
VLeaders
VSoldiers
VSensors

LandWarNet: The Armyôs Application 

of Cyberspace

Establish, Operate, Manage, 

Protect, Defend, and C2 LWN to 

Conduct Operations in/thru the 

Armyôs Application of Cyberspace
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ÅProvide Enterprise Management (EM):

Engineer, install, operate, manage, service and restore communication and

computer networks, systems, and applications to achieve information superiority

across the full spectrum of operations.

ÅPerform Network Defense (ND):

Protect and defend communications and computer networks, systems, and

information services to deny unauthorized access and disruption of service.

ÅPerform Content Management (CM):

Emplace, manage, provide and restore information services to enable information

management /knowledge management and decision superiority.

ÅConduct Electromagnetic Spectrum Operations (EMSO): Plan, coordinate,

control and protect the use of the electromagnetic spectrum to enable network

operations, electronic warfare and the utilization of remote controlled platforms.

ÅConduct Visual Information (VI) Operations: Document, produce, process,

transport and provide visual information and services to support combat

operations and public information services.

Communication Networks and Information Services!

Signal Core Competencies
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Plan

Engineer

Install

Integrate

Operate

Defend

Govern

Resource

NETOPS Activities Foundation
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GNC

USCYBERCOM

USPACOMUSCENTCOMUSAFRICOMUSSOUTHCOM USEUCOM

USNORTHCOM

ARFORCYBER

(ACOIC) - Service C2

in Phases 0-1

- GCC C2

in Phases 2-5

- SCC C2

(ASCC)

NETOPS Governance Tomorrow

Services & GCCs have concurrent

responsibilities in a single theater with 

differing responsibilities and priorities

Develops Joint 

networks and 

NETOPS 

standards and 

processes

Standardized NETOPS processes/capabilities through all phases of operations, in garrison and deployed
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Reset (Phases 0-1) Transition Deploy (Phases 2-5)

Applications
Services &
Data

GIG

APCInternet Teleport/STEP 

RHN
A-GNOSC

TDY

Installation

Processing 

Node (IPN)

Logical Extension

of APC

TNOSC

GARRISON
Tactical IPN

Sensors

Deployed Tactical

Network

TNOSC

Always Accessible by The Soldier

JTF
(Corps/ESB)

NETOPS Activities End-State
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Definitions

ÅCyberspace �±The global domain within the information environment 

consisting of the interdependent network of information technology 

infrastructures, including the Internet, telecommunications networks, 

computer systems, and embedded processors and controllers (DSD, 12 

May 08) .

ÅCyberspace Operations ïThe 

employment of cyberspace 

capabilities where the primary 

purpose is to achieve objectives 

or in or through cyberspace.  

Such operations include 

computer network operations 

and activities to operate and 

defend the Global Information 

Grid (CJCS Aug 09).


